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rL_ Initial Access via Atera _J r Lateral Movement, R r Internal Discovery, Credential R
| Persistence and C2 Activity | I Access and Defense Evasion I
Threat actor gained access to a - _ _ _ 2J .- _ _ _ J
victim's network upon purchasing Dropping of PsExec as well as Series of internal discovery
Atera access from another deployment of Cobalt Strike commands executed on the
independent hacktivist. beacons to victim's network, compromised domain controller.
routinely executed via scheduled Credential access performed via
tasks Mimikatz and LSASS process
dump. An AV/EDR disabling tool
disabler.exe was executed.
[ Threat Actor Extortion Email j rRog ue Machines Connected toj|
Victim receives an extortion email L Victim's Cortex XDR Tenant | Rclone used to exfiltrate data from
from the threat actor, claiming to Multiple malicious toolkits captured victim's network.

have gained access to their
network and exfiltrated a significant
amount of files.

from these threat actor-controlled
rogue virtual machines.
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1. PE header I X

pe
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= 39702 T ALE

Number Feature name Number Feature name

1 DIlICharacteristics 16 SubSystem

2 MajorlmageVersion 17 MinorImageVersion
3 MajorOperatingSystem Version 18 SizeOfStackCommit
4 SizeOfStackReserve 19 e_Ifanew

5 AddressOfEntryPoint 20 e_minalloc

6 Characteristics 21 €_0ovno

7 SizeOfHeaders . Machine

8 SizeOflInitialized Data 23 PointerToSymbolTable
9 SizeOfUninitializedData 24 NumberOfSymbols
10 MajorSubsystemVersion 25 Magic

11 MinorSubsystemVersion 26 SizeOfCode

12 CheckSum =7 BaseOfCode

13 ImageBase 28 SectionAlignment

14 MajorLinkerVersion 29 FileAlignment

15 NumberOfSections

e Hasan H. Al-Khshali and Muhammad Ilyas, “Impact of Portable Executable Header
Features on Malware Detection Accuracy,” Computers, Materials & Continua (2023)
o HT, 2HHMN|, Ot7 BN ML, TIUH, MM -~ 5 H|EHHO|H HE

e DESH=APIQIDLLEZC=E
=AE IX = st ?Ji%'
UN

[ |
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2.Import & Strings & Yara rules

Feature name
imports_total
imports_unique
import_dlls_unique
imports_max_per_dll
imports_entropy
strings_entropy
strings_printable_ratio
strings_avg_len
strings_base64_blob_count
yara_has_packer_generic
yara_count_packer
yara_has_upx_like
yara_has_mpress_like

yara_has_aspack_like

Short description

¢t DLLO| 7kl &

Ii7{ 2t YARA E(uh) EHX| o &
OH& =l 7] 23 YARA E 7%

UPX AIE mIHH EFX| of &

MPRESS A€ m{# &X| o{ £

ASPack A€ Ti# EX| o&

IMAGE Opcode Ensemble AWS
Why it matters
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DLL &7t M1 EXN DLLO| HEE| 2H/20 oAl
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3. oj2ioje| £
o 2HEH == J|Ht9| RandomizedSearchCVE AtLE.

o Zh LIENHH 403 Al (n_iter=40), 5-Fold R AtHAS £
— &£ 200 fit(40 X 5).
o AT0Z 7|E: roc_auc
— O|X 22 2+ 2H0IA Accuracy 2Lt I = /E0| £ E ©HH
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xgb = XGBClassifier(
tree_method="hist",random_state=42,
scale pos weight=scale pos weight,
reg lambda=2.86, reg alpha=6.9,
n_estimators=600, min_child weight=1,
max_depth=8, learning_rate=0.07,
gamma=0.8, colsample bytree=0.8,
)
opetole M3 2
count mean std min 25% 50% 75% max
DliCharacteristics 166005.0 3.765598e-17 1.000030  -1.195440  -1.195440 0.512282 0.565132 1.570937
SizeOfStackReserve 106605.0 -2.995362e-17 1.000030 -0.713796  -0.555842  -0.555842 -0.337203 4.340747
AddressOfEntryPoint 16605.0 -2.300010e-18 1.000030 -0.023137 -0.022673 -0.021935 -0.021835 64.170481
Characteristics 16605.0 3.765598e-17 1.000030 -0.253085 -0.247844  -0.210994 -0.125175 5.681735
SizeOfHeaders 166050 3.503504e-18 1.000030 -0.028208 -0.018164 -0.018164 -0.018164 128.772856
SizeOflnitializedData 16605.0 -8.023292e-18 1.000030 -0.138485 -0.131538  -0.111629 -0.047624 65.468732
SizeOfUninitializedData 16605.0 -2.112800e-18 1.000030 -0.020212 -0.020212 -0.020212 -0.017881 122.525569
SizeOfStackCommit 16605.0 -5.348861e-18 1.000030 -0.075898 -0.061606 -0.061606 -0.061606 58461135
SizeOfCode 16605.0 -1.470937e-19 1.000030 -0.024744 -0.022434 -0.022267 -0.019273 127.461638

x| 2 25
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ROC Curve (TEST) Precision-Recall Curve (TEST)
] E 4 ;
XGBoost &2 = ﬁ —Il'l 10 1.0 ﬁ
0.8 - 0.8
Specificity Precision Size °
RandomForest ~ 0.95560 RandomForest 0.9601 RandomForest 87.8MB & 0.6 1 0.6
ExtraTrees 0.95820 ExtraTrees 0.9623 ExtraTrees 97.3MB g E
XGBoost XGBoost XGBoost [ll2.3MB = a
= o
O A & O D O S S0P O > AR Q o b
& O 0@0@0% & 2P PP A 0® E 0.4 - & -
=
0.2 - .-
ROC-AUC PR-AUC Accuracy
0.994 0.995 0.964
—— XGB (AUC = 0.99) ——ryrT
0.0 - :
T T T T T T D.D -
0.962 0.0 0.2 0.4 0.6 0.8 1.0 y T T T T T
0.994 False Positive Rate 0.0 0.2 0.4 0.6 0.8 1.0
0.993 Recall
0.960
0.993
0.958
0.992 o 10
0.9934 0.992 0.9942 [efeferik] 0.956 10
0.9930 ’ 0.9936
0.954
0.991
0.991
QENAX| X F(HLUE - E0|E
a 1 o= —/
0.990 0.990 0.950
X, X, H — (@)
Qo@é & Qo@é & & & I|_-I X'” s El é;l o ( C / P R AU C) = I-
S %*y‘é% +* ) <<;\§b © s FE ¥
Q:b’
< < e 2oz X2 X022 -H|E H|E2 5=
1L—- O O — I - L o= X
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o HEXo| XMo| &k o SOl 8l AFEE
o HO|ets RE|

=1
1. MKz 2. B Bt
o EfficientV2-S = X| &g} M2 o 2tZA /| DATA 1= (EfficientV2-S)
o 300x300 2| AO[Z o 1ME — 3kl = H
e DATA ==! zig{zl (R:G:B=150:150:150)
o 1T} dbX| e K-Fold(Fold =5) ux} AEst&
o OM == ;(1|7.| ° §|_§_ EI:-II kl'— 1117|- & A|7|'2|- ElEE
o Split 2= &Hx| o ROC - AUC/PR - AUC
o mhZ I o F1 Score/Recall(2/&E)
o PE 31X O|Al EfX] o Specificity(£0| %)
o AZtg}

o ConfusionMartrix
o ROC/PR Curve

[ |
i | —— —t =
Kis|q s=zeessems
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il
C
AI‘%?_I' E él Efficientv2-S 2 st& A1}

EfficientV2-S vs EfficientBO ROC-Curve Confusion Matrix

- Confusion Matrix (Test Set)
® 20007H ]II'?EI POC |x_|?|:'| 7E:|:'-|' 1'°'F_/—f— ,° 2500
. #
0 AHEinE , EfficientV2-S Al
o PR-AUC:BO - o 08 Py z - 2000
MHHOR oHE el M5 S 2ol s
o ROC-AUC:V2-S :
£ 06 < 3 1500
o F1-Score:V2-S E 3
E /'1 = - 1000
EfficientNetB0 @ EfficientNetV2-S £ 041 o .
100% £ z- 164
,"’ £ - 500
0.2 4 r{,”
’z' !
e S ——y Normal Malware
98% 0.0 £ noe : = Predicted Label
= | =
XHE DY dsK|H
960/0 Accuracy (8=tE) @ PR-AUC(Precision-Recall AUC) @ ROC-AUC @ Precision (8ZE) @ Recall (MFHE) @ Specificity (50IE)
Accuracy (B2 k)
940/0 PR-AUC(Precision-Recall AUC)
ROC-AUC
920/0 Precision (B2 k)
Recall (R{EHE)
909% Specificity (S01%)

bt
O
0z
Jok
H

ROC-AUC PR-AUC Malware F1-8 4 Normal F1-H <=

90% 91% 92% 93% 94% 95% 96% 97% 98% 99% 100%

[ |
Kis|q s=zeessems
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| 2. 31= A OpCOde B2M PE IMAGE Opcode Ensemble AWS T
Opcode 2[0|E 2[AE
Ml ™ I ol x4 -hI_ [FCOUE_WHTTELTST = 1
1. E"OIE-I*J'L' _?_724*01 7&'% 20 EIIOIE-I J\I oxll x O'H'g # 1. OOEH 0= (Data Transfer)
o O d §|-O|E E'.lAE EIE‘I =1 ‘may, Clea’, ‘push’, “pop’, ‘pusha’, ‘popa’, ‘wcha', ‘mowEx’, ‘mowsx’,
. olo oy o = (o) = o fad =
o 1A H7{: ASM TS| LHRO| gL} JMP B 0 Qli= A2 pcode gejy |
o ol DS Phinoa G0 crn =SS At e e dv gl mhs WO B pesssid mecdegl ool
° 2X|- X—”j—l . ]:[|-OE| %48 %‘El—E '6HA|EIO| 7EF8 ]]'_|-OE| ° OpCOde LH%—O' 7EI-: ]Il-E X‘”7‘| add’, ‘sub’, “inc’, ‘dec’, ‘mul’, “imul’, ‘div’, "idiv’, ‘nea’, ‘sbb’, ‘adc’,
# 3 =cl @ HE @& (Logic & Bitwise)
y N ‘and’, ‘or’, ‘wor', ‘mot’, ‘shl’, ‘shr', ‘sar’, ‘rol’, Trort,
; Program : chktrust.exe
o =
; Lang : X86:LE:32:default #4 EZ MO (Control Flowy
Imp -, ‘call , ‘retn, ‘ret, leave , enter ,
; Addrsz : 4 e, 'iz', Cine’, 'inz’, 'ja', ‘inle’, ‘iee’, ‘inl', 'il", 'inge’, 'jle’, 'ing’
q Fat, Tlee’, AT, CJbe, @S, Cinc’, “ie’, “imgt, “ip’, “ipe’, “jmp°. ‘iew’,
3 --- auto-generated by export asm.py --- dst ins’
# 5 H2 2 HA~E (Conparison & Test)
‘cmp’, ‘test’, ‘setz’, ‘setnz’, ‘seta’, ‘setae’, ‘setbh’. ‘sethe’,
;3 ===== Function entry @ 08405253 ===== # 6 2T L HOIE 22 Ha| (String & Block)
‘rep’, ‘repe’, ‘repne’, ‘movsb', ‘mowsd’, ‘stosb’, “stosd’, Tocmpsb’, scasb,
pe4da525a: FF 25 @8 28 46 ae JMP dword ptr [8x80482000 |
| Program : validate-docstrings.exe 3 Program : toco_from_protos.exe
; Addrsz : 8 | |; Addrsz : 8
; --- auto-generated by export_asm_final.py --- ; --- auto-generated by export_asm_final.py ---
3 F"r‘{]g ram : Com. SamSLjﬂg . S[pm Client.Win32.exe 140001000: 85 €9 TEST ECX, ECX 140001000: 85 C9 TEST ECX, ECX
140001002: 75 6D INZ 14ee01871 | 140001002: 75 6D INZ 1400081071
4 L-Elﬂg - wB6'LE'64'default 140001004: 4C 88 DC MOV R11, RSP | 140001004: AC 8B DC MOV R11, RSP
140001007: 49 89 53 10 MOV R110x10, RDX 140001007: 49 89 53 10 MOV R11€x10, RDX
H Addrsz - 14e001eeb: 4D 89 43 18 MOV R11@x18, R8 14000100b: 4D 89 43 18 MOV R11@x18, R8
14000100f: 4D 89 4B 20 MOV R110x20, RO 14000100f: 4D 89 4B 20 MOV R11€x20, R9
[ autﬁ_geﬂer‘ated h}.l' expo rt asm. py --- 140001013: 48 81 EC 48 08 00 00 SUB RSP, Ox848 140001013: 48 81 EC 48 08 00 00 SUB RSP, @x848
A = 14000101a: 48 8B @5 A7 33 @1 00 MOV RAX, 1400143c8 14000101a: 48 8B 05 A7 33 01 @0 MOV RAX, 1400143c8
140001021: 48 33 C4 XOR RAX, RSP 140001021: 48 33 C4 XOR RAX, RSP
146001024: 48 89 84 24 30 08 00 0@ MOV RSPOX83@, RAX 140001024: 48 80 84 24 30 08 00 00 MOV RSPOX830, RAX
14000102¢: AC 88 CA MOV R9, RDX 14000102c: AC 8B CA MOV R9, RDX
14000102f: BA 00 04 00 00 MOV EDX, ©x400 14000102f: BA 00 94 00 00 MOV EDX, @x4ee
140001034: 49 8D 43 18 LEA RAX, R110x18 140001034: 49 8D 43 18 LEA RAX, R110x18
140001038: 44 8D 42 FF LEA R8D, RDX-@x1 140001038: 44 8D 42 FF LEA R8D, RDX-@x1
14600103c: 48 8D 4C 24 30 LEA RCX, RSPOX3@ 14000103c: 48 8D 4C 24 30 LEA RCX, RSPOX30
*} = 7 A 140001041: 48 89 44 24 20 MOV RSPOX20, RAX 140001041: 48 89 44 24 20 MOV RSP@X20, RAX
l I. -” _I O:” | lae8a1646 FR DG 24 86 806 CAll 18663024 140681846: ER DO 2A 88 06 CALL 140003h24

YSO0| oha ofl Al

|
1S | & S=EEE=0EE

Korea Information Security Industry Association



& FIT BOOL ). A= A OpCOde HM PE IMAGE Opcode Ensemble AWS T

Opcode Featu re Extraction
& TF-IDF 7|t HlE{=}

1. Feature Extraction 2t3 2. TF-IDF 7|2} BlE{ 3}
o ZtHHIE HEZS CIAMESIH opcode AIRA =& o E7 opcodeZ} HOILt “EF SefA (L /H AN 0| E0|XITPE gt
o O| A\|RIAE EE(token sequence)™dE Xz2| o ChHIZHCIAEEF |8 7IS K| 20 - 2HO0| SR opcodedi &
e Opcode BIE, 3-gram MEH S S (feature) 2= ALE
TARGET TRIGRAMS TO TRACK

Top 20 3-gram Opcode Features by TF-IDF

-
‘'mov mov cmp’', ‘mov lea mov', 'mov mov call’, 'mov jmp mov', = -0.5

1 |
|

‘'mov mov add’, ‘mov mov mov', "test jz mov', ‘mov mov —

12 10 8 & 4 2 0

;

. j: —— - "mov mov tes - mov call mov’ » ' Cmp j"l: mow -,
I jl'l' p mov mov', = mov mov' 3 IF' ush pus h pus h' L pop
"lea mov call®, "lea call mov’

14

III

)

-0.3

iy

‘mov imul mov', ‘mov push mov', "push call add’,

Sample Index

48 46 44 42 40 38 36 34 32 30 28 26 24 22 20 18 16

I
I|

|

sh call'l ‘'mov mov push’, "push push mov', "imul mov mov’,
‘mov mov imul®, ‘mov mul mov’', ‘push mov push’,

-0.2

"push call mov', "push mov mov',

-0.1

1 II ﬁl

— = L .._. - — = 1 ) — D ——
test mov call test®, 'mov xo DY
. .
— _ 1< C LI No
jmp ‘push sub » |
1 — = - o~ I — = — = L 0 0 0 1 1 1 ] ] ] ] ] ] - 0.0
lea mov add po [_l » JNZ MOV mOv . £ z = &4 % @& & ® & 5 & = £ ®w @& 8 ¥ T =
- g ] a ] = g £ 3 © 3 g o ] ] ° Q 3 o ° @
: ! e &2 E ¥ 3 ¢ 5 & % R - 2 8 2 % & 8 RN R 3
Cmp 7 . = = =] = 5 o = o = = = ]
cmp jz om A § § g ®% & ¢ % 3 @ 3 3 8 3 5 ¢ P g8 g g
= E
3-gram Opcode Feature

[ |
e e | —— (o] —F
k 1S |a 2=EEE=n2E:
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= =
ot

Al2s pEl 7} &2 F1-SCORES! ROC-AUCE 7| =
LIGHTGBM 2 & Me

I
I

24 _TI_I.

=
( F1-Score @ ROC-AUC

F__

( LightGBM
N\

Random Forest

XGBoost

Linear SVM

Logistic Regression

Multinomial NB

0.88 0.90 0.92 0.94 0.96 0.98 1.00
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Optuna % Baysian Log-odds

M| 2RI 0| F0| X [r= 2 M2V =0 = ot =fE S8 24
e Bavysian Log-odds: Combined log-odds = wj lo P + w9 lo + ws lo ps p = L
y g 8" 1108 -~ 1 — 2108 7 — 1 — 3108 - — 1 — final 1 e —Combined log-odds
P1 P2 P3 »
—> 2= REO| Z2 IO 2 s += |og-odds 20| E716t0 | E=HE0| =OEIC,
e Optuna= ofO|IHI|l2}0|E x| X2t Object ()| a: std_fnr + B- std_acc + y- mean_fnr — §- mean_acc
N L0l 28 2 A= IEE A
1) N 2|7t BEEMXIE |22
sto|
2) 22l HEtE YRS A3 el b el 2
II_-I 7'(-” |:-|| O| E—| Jil w_pe [0.0, 1.0] PE 2O 7} |
@ T4 @Y w_img  [0.0,1.0] IMG Belo| 7HE K]
807H w_opc  [0.0,1.0] OPC @Ho| 745 X|
407H VASY 757H VASY 7571 7571 7574 VASY
ok k [0.4,2.0] H3f oz 18CH 3P QIZE 1, Ko etot
& & & &
§ 3 ias_logit  [prior_bias- 3.0, prior_bias+3.0]  AHSZ MM R}  ZojA2RE LS
v¢$ QP 60(0$ e COQ*AA &*O $ bias_logit  [prior_bias - 3.0, prior_bias + 3.0] =] ]
& threshold  [0.2,0.8] 5 0T 22 7| L2AZ EX 1 (WHE 1), @ T, OIEH

[ |
i | —— —t =
KIS|g o=axzstess
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€) Optuna sto|mutatn|Ef 4

PE

IMAGE Opcode Ensemble AWS —

e E °
© Input Data(Cil ) s > 212X(logit)
:“ lllllllllllllllllllllllllllllllllllllllllllllllllllllll LR é E ilﬁ
PERZE2M | Image |, OPCode | #&H z2hg . PETZ £ i Image i OPCode
PASXe o0 I om0 | oe0 | o :AeXe o0 ! 085 | 041 00l
PERZ E2M | Image | OPCode | Alx|zpa EEHM !
: Bexe o4 i 030 | 02 | ma i B.exe PE:'lO- o In_10a_§5e | Olfgge [0.0]
: PEREEM | Image | OPCode | AN 2t G ' [0.0]
. C.exe 0.80 ! 0.50 ! 0.40 ! oFAf . C exe PE?‘E 'n'_'£|| i Image i OPCode
: : i 139 | 000 | -0.41 [0.4]
".------------------------------Tb ----------------- N [pI’IOI’_bIaS-3.0]
logit(p) = In — 5 [0.2]
eComblne Osigmoid

: Aexe 0.5X220+0.3X0.85+0.2X0.41=1.33 A.exe sigmoid(1.33)=0.79  :

i Bexe 0.5X(-0.4)+0.3X(-0.85) +0.2X(-1.39) =-0.76 B.exe sigmoid(-0.76)=0.32 :

: C.exe  0.5%1.39+0.3X0.00+0.2X(-0.41) = 0.55 : C.exe  sigmoid(0.55) = 0.63

combmed logit = bias_logit + k x X(w; X logit(p;))

[ |
e e | —— (o] —F
k 1S |a 2=EEE=n2E:
Korea Information Security Industry Association

prob_final = sigmoid(combined_logit)

o | :  w_pe 05
w_pe [1.0] - w.img 03 .
w_img [1.0] :  w_opc 0.2 :
w_opc [1.0] K 4

k [2.0] ] 1
. 1 k o
bias_logit [prior_bias + 3.0]
threshold (03] o
e Threshold
Aexe  sigmoid(133)=0.79 >0.5 : Y
B.exe sigmoid(-0.76)=0.32 >0.5 AL
i C.exe  sigmoid(0.55)=063 0.5 oty

pred = 1|prob_final > threshold}



| & . H Ensemble PE IMAGE ~ Opcode Ensemble  AWS T

o =] — L O O = L O O =
O/&H=2(FNR) M=t (ACC) .al_oln_l ]II_EI_I]IE_I Z}C
100
W_PE 0.418998112937013
80 W_IMG 0.201554043026697
Adware, Spyware, Trojan=
/24y EF 2{F9 2oz} W_OPC 0.101200998008704
60 XM EfMO| M| O 20{2{S
K 1.066
40 bias_logit 0.544
Threshold 0.325

20

PE (% 60%): It 8| - A E B[0|2 - 44 i 59| S0

= BX 2A

0 | | IMG (2 30%): O|O|X| Hat 7|2k CNN SZ 0| PEZL & X| 2ot JEf|X 50|14 Hts =X
Adware Botnet Ransomware Rootkit Spyware Trojan Worm OPC (Qf 100/0): E% )éléoH A|7§||9—| Ic ]IHEI__I 'El'el_:', %755' 9.“5' .CZ)_CI,_l ]IHE,_‘|01| E@ f=an

K: 2RO 2™ ETE A 10 2. 2ttt 2HAM S T|SHHA, 2 F 2t Hatot AA E of7h Za}
bias_logit: 22 S QLEZ(Y) = 0.544712 HOH, ot Y RO Z 2tE0| o7t M =A EH
Threshold: 0 Z2t50] 0.325 0| Af0|H 2t O Z 0f| =

OjEtE pFEMA} | "=t BFEHAL| OEE W2 | gk 832

0.0599 0.0158 5.7143 0.9323

=> bias?} thresholdZ FN(OIE) %43}, =2 AT E St

[ |
e | = —— —F
KIS|g o=axzstess
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HiO|H2| I}U=2tHo| He{=2

N HHE

Model status & Quick build Microsoft Malware Classification Challenge (BIG 2015)
Overview Data Code Models Discussion Leaderboard Rules
1 Accuracy @ F1 @ QOptimization metric Merger & E
'Flle—twe ; T 88 889? O 875 Kaggle - MS 2015 Chauenge
mime_type": : AT ! O - D m H":'"GIE'I 5%1 EH =1 I[|-OI O_| = §|‘E
" i m ol = i [ ]
file_size 6758490, The model predicts the correct Label 88.889% of the t ﬁglﬂ Pg?_mlﬂun RGIARG BRT 4 ON M BT -. = _ S asm =T S

"av_ detnctlcn

o EX M2 Its

. o H : 68599492C -:‘; 3| B >ED .._.1 B .‘.J;_. sD 2.'{; :-‘ : I.; n
inflict r.eal .'.ill‘-a;wciala ) o . o . - : . KT %tl Hﬂl E1I 0 1 E E
w EOB14D1B16DFBETOFFOEAE20BSA450TIFAT b Lt
o CH2HHIO|LZ| §I2 St

I_I_

Overview Scoring Advanced metr

Column impact O
BSFTET4268BFBEDSSABSA4B134CI1BIF
"pe_header fileinfo_ item number™

. 209B5C L
O\ . E171D3559188106DTAS142C4F8 59FASFABEIS069C0DBES5FI2914826 # U [ ] %X‘I Al_lil 7 |‘3

pe_header_timestamp": "2

"pe_header_api_import_number":

"pe_header_sectionsize_text": 47856 e
“"entropy_section_text": " : LH!;J imported_dIl_count 31.73%
"pe_header_sectionsize bss": i o by - (=) by - ~ L_ L R
D ome 78 35 k1~ 9/ 15AMIK], 537 s AlZHA
entropy_sectlion_data . o. . /o
e Y Iﬂést.':“i JsonIo| A& X UHE =2 EE IMH &R
— 2 312 Ktol, e 27t e —
|| E{ Al £FAH M-
o B2 jsondtUo X o OtPIE HiO|HE| HE2 1% el
o IX 2&/+H =7t (M2 & F7t o} 9/ SC 2 P#o1717t X 2
=) e J|ZG0O|E EAE
e asm 2t 9 o|O|X| & =7} o C-TAS BE
o CO|E{Al XiA| Q| otA 2 It H|o|H &+ o Malwarebazaar .
: * wunderond AETH M S 2 A Co[EMo| g ZQ M
o = HTO w2t =& LAO| 2t xHH Y — json2Z0t H|35}7LE, EX S=H _ ©

HE =7t

[ |
i | —— e g =i
KIS|g o=axzstess
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ol &l St A S THeIsoHY| 5 S0+ HIo|E{AMl 18 Ee
2L}, shEof| AF2stn H2 A HIo|E{AI2 T 757
destination_dir = "/content/drive/MyDrive/FitBool/FamilyTest2/exe/newBen2/normal"

# Check if the directory exists
if os.path.exists(destination_dir):
# Count the number of files in the destination directory

file_count = len(os.listdir(destination_dir))
print(f"There are {file_count} files in {destination_dir}")
else:
print(f"Error: Directory not found at {destination_dir}")
o
S
3+ There aréb?s files in /content/drive/MyDrive/FitBool/FamilyTest2/exe/newBen2/normal
"ufl
¢4 HES BlHSIHA, A SHHS 2kelst= el 3:1(75: 25)
o OGi4 H|E: &l Metdut M2 F = HSH| f|e
o A 27Y 2 ook 2t DY M58 O HBHOR YIS 28

[
Kis|q s=zeessems
Korea Information Security Industry Association

PE IMAGE Opcode Ensemble AWS —

Weights=[0.41899811293701344, 0.2015540430626697, 0.10120099800870452], k=1.066, bias_logit=0.544, Threshold=0.325
std_fnr=0.0599 | std_acc=0.0158 | mean_fnr=0.08571 | mean_acc=0.9323

==== Ben vs IY2| M5 2% (pe+img+opc, mode=evidence) ====
family accuracy fnr

1 ben vs ransomware 0.947368 0.00
2 ben vs worm ©0.947368 0.00
3 ben vs botnet 0.947368 0.00
6 ben vs rootkit 0.936842 0.04
4 ben vs spyware ©.926316 0.08
5 ben vs trojan ©.915789 ©.12
(] ben vs adware 0.905263 0.16

770 2t TH2 2| (adware, botnet, ransomware, rootkit, spyware, trojan, worm)=
2p2t ZEefel (7570 Aab+ 2571 2bd) X 78] diS A A

1St 7rE eFE A2l Soft-Voting 7S K| ==




PE IMAGE Opcode Ensemble AWS —

SR L TR M

10

- - ime_oaed Seons
Confusion Matrix mode| pr_auc_mean ! gf‘:‘:"tﬁi{fgg% o8 ]II I‘l Xl‘i—l =*;_+_

sife
pointer_to_syrmbadl_table

SUELEES 0.999874 section ViarBoD s

sectibn_raw”size_max
. respurce dir size
sethion. vitasl Sz, o4
RandomForest 0.999865 Section Pal 78 Tean
P e et
Sac. ‘fce Lcatia Size

- s o ek ot
HistGB 0.999865 Tofier frags

section lr|rtua| SIZ8_miin
reloc

0.6

04

D dll_c naeparcr}’aﬁ%ﬂgé
E=] * H expo Ti‘iifslin: —
L 3 GradientBoosting 0.999543 o fmagic of
g size_of_headers
= X L2 %2 58 train auc 5
xwizard_5.exe : %’}
£
xwizard_4.exe
xwizard_3.exe === MODEL: xgb === ﬂx}ﬁ% Eoﬂl
CV ROC AUC (meantstd): ©.992411 + ©.001333
Predicted Label xwizard_2.exe CV AvgPrecision (meantstd): ©.995021 *+ ©.000

% erdM o= 3ol CVROCAUC

% QEF O|EHOQI MEHE 100% 2

Train @ Test

o X7J| AB0|A 11071 O|Ate| IHE o XM I =2t 0.994
= ° > —

o D= ARSI ot5 o YBEE= ME ZSHA MEtEtA 0.993 E‘él:g ]II x-l ¢ :ls—g A°'|3

e Clo| =Z=EE| XY St dHEE
e BH& O|O|E{0f| A= AUC 0.99 O| At o ZE0|I5E FEAF S 0992

SO e Mo s = e e oo
o S A O|EF QEF— (00 o AAHOE{ Al S=E[= MElS '

ChA A 0.990 :
T =2 Train Test

% Train 2! Teste| AUC H| 12

[ |
i | —— —t =
Kis|q s=zeessems
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250 fiM Hoi Zojofl == fiZ ol TER H30| SRHAUS

= [
2

Lich xMS| 2

=
GET
yiay
net

L3

Lid

ad 1:358 03

GET ¢ |‘|— Japli . |
_ NCLPS ‘el 1 entsh googl e, coms
T net: FF'F' CONNECTION_CLOSED
net : :ERR_CONKECT [OM_CLOSEL

M547: 3

|

Connnect L ickead
start

Lonnnect Clicked -
End

Mas o

Sl=dEE SRR
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PE IMAGE Opcode Ensemble AWS —
/-’F-R%J?_'= 2 oko| IMG Data H&t [ X%
|/0 = 314k (1/0 Bottleneck)
ATFE AAES d5 E= 7t
= 2= ML o
O = QI3 2 FOFX|X|A| &[0
7 DA SLICH

ZHO| Hetsh IMG OIUSS
HESAMS FINMOZ =

Drive0| Zip It HE| = X &S0
=LIC}.
54 # 800x300 F'qu HEF 2R (22M 4
55 ||'1|1 ROOT = o5, path,. IHIFI|._'-.-||_|T_F||..."..JT_.
A6 os, makedi rsi I MG_ROOT,
#2,000A 2 &= 2 0l (1
#0|01A 2EH &=
Ly

shut i | . make_archivelos, path. join ﬁHT HﬁﬂT
st h je ui ni 0l IT F.I"'II"'IT

il )
" mages_5H

‘zip', root_dir=0UT_ROOT, base_dir="Images_288"]

Zip_path = os,

"Images 288, zip"))

=2i0] 2% o0l 20

_ A
except Exception as e

print(f" [ERROR] OIOIAI &=
print(f"[SUCCESS] &2

s 288, zip) 0] Drive: {FINAL_DRIVE_PATHIMHl MECIZISLICEH ™)



| @FITBOOL 2 ZiE 47

L

Opcode

A 2R

Ol
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E2E 4% - HA2| L DY B

33017

The model predicts the correct Label 100% of the time. ©
Overview Scoring Advanced metrics
olumn impact O |
Q,
D opcode_retn
61.78%

2 opcode_mov

- 1.682%
3 opcode_not

. 1.268%
4 opcode_jnz

B 1.217%

The model predicts the correct Label 100% of the time. ()

Overview Scoring Advanced metrics

Column impact ® J

Q

:D opcode_jc

2 opcode_mov
— 5.903%

70.975%

3 opcode_neg
B 1.009%

4  opcode_ja
. 0.967%

e retn,ret 32 e
7} X|EL@|X 2 &

Sl=dEE SRR
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Kisia

5 opcode_mul
. 0.961%

rmmuau+mmw
Jce} 22 27| 2 Yo AE oy

oA L0|X

7 5l

A2

40

15

17
19
30
20
22
39

18

21

1. thd EFo] H
Ets

-

22gmmWHtﬁﬁ“°”
H1rol olX Mol M

| o4

PE IMAGE Opcode Ensemble AWS —
1500 UlA:
Feature Inportance Column impact @ \lf
add push push 0.282537 O\
jcmovjmp  0.225234 S
add mov sub 0.111541
]
jmp lea DUSh 0.100813 @ Iea ¥Or mov
shr and and 0.060003 19.027%
jle xor mov 0.037661 2 cmp jle cmp
call fxch add 0.030859 — 10.072%
jnb test jz 0.019519 ;
3 jle mov and
add mov pusha 0.018851 —_— 5.63%
mul movzx test 0.016781
4 add neg sbb
xor shl add 0.016575 — 4.698%
imul cmp jnz 0.014292
Or Xor or 0.013236 3 OF mgar
i - 4.566%
mov xor stosb 0.005644
movstdcld  0.005301 6 add dec mov {
— T AT AOS

flel M zE= FPo| 2ie] EUX Ay S HtFst| ofELta T
A

161, n-gram 37| ZHSHH UHE MES 4o

ol== 7HMe,

S| X| 2t 30| AL, 3-gramOil A 71 SeEist EF
2 sjolst

o= = L-Oo

3. 3| ZXOo=2 3-gram 7|4t TF-IDFE HE

ot0{ opcode 2t2| 2|0] Y= DHES Ut




3f0I11111fEHJIE1

=M 2 e

o
7Ozl_l_

Image 2= OPCode 2117} A|ZFL{O|| Of| Z5HX| Zot= B2,
PE+IMG, PE+OPC Z&0j CHiot H|O| = 7|8t AT EHE XXt T

PE+IMG+OPC &2 =2 M52 Ho|X|at,
PE+IMG EE= PE+OPC g2 M&s0| 2ZA35| X stEICt

=4

combined_logit = bias_logit + k * sum(wi * li for wi, li in zip(weights, logits))

M 22 (PE, IMG, OPC) 2% 2 W — logit 20| HN “SH L=t 2 2p” &
TR JUS I — logit 2| AAH 0| 2ot 2EHO0| ozt

=> JPXMOZ DE £} USAE SHAME T =02 MAE|0] QYAUCH,
O|2 QI8l| PE+IMG+OPC =& 2t Q2|5}A| 2= 3ULCY.

-1 O A

2) AAY 278 26 — £3| OPC
OPC REQO| =& EX = (0.0, 1.0]01 717t STHXN QI HEHE EF 1,
CHE 2E(PE, IMG) 2Lt logit AAH| 0| 3~5HH = UL,
=>PE+OPC 2% A| OPC2| o] MA| Z2gE X[} 1, PE M=t 22

[ |
i | —— —t =
KIS|g o=axzstess
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PE IMAGE Opcode Ensemble AWS —

N HHE

1) AAIY = S8 R AH | EFM 2) Logit Clipping =&

# logit & + clipping (OPC IAl HIX|2)
def logit(p: float, clip=3.0) —> float
p = min(max(p, 1e-8), 1 - 1e-8)

1 = math.log(p /7 (1 - p))

# DAY scale S8 (53] opc EA)

scale_pe = trial.suggest_float('scale_pe", 0.6, 2.5)
scale_img = trial.suggest_float("scale_img", 0.8, 2.0)
scale_opc trial.suggest_float("scale_opc", 0.3, 1.2)

DA A MEt0|EE 22[0t0] BAot= = HE
S35/ OPC 22 &2 H?I(0.3~1.2) 2 H|etsl] 2t S |

return max(min(1, clip), -clip)

OPC ZHI9| 2LHNQl |ogit at0] ZE=S H=otK| A=
clipping M2

= HE 7t 2ts B Xl Do X10| S 2totstn ohgd ehe

o

3) Bias ¥ k EHAM | shxt

k = trial.suggest_float("k", 0.4, 2.0)
bias_logit = trial.suggest_float("bias_logit", prior_bias - 2.0, prior_bias + 2.0)
logit & He7t 52 222 XM E 20| S29| &SSIE=

bias_logitat k EHMH HE|E 2FZE

= 22 A Y EHO| 25| ZH&S5HH, FNR M =2t 2t

0Ok

4)

o%

A obztE 9I8t Wet st
01

o
eg = (0.
Q.

il
* sum(wl * wi for wi in w) + OH
02 *(k—l@) *k 2 +
0.02 x (bias_logit - prior_bias) *x 2)
return obj + reg

PE 71& X7} 2t E=SHA| X =
Hret s Zet
ET 220 et tEA HE ™

-

P

|
rﬂ
rulo

NI

0|-

A 2tat FNR 7Y R XK.
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IDA Pro AtE M|

= Ed e T S S A

_________________________________________________________________________ Ghidra ¢« 22 2ZA A C|AOME: =32}
y o 2T HiX| I}
° ]I|-O|*,£| ﬁﬂEbIE I‘HZ,"

Decompiler Switch Analysis
Decompiler Switch Analysis -
Demangler Microsoft

Disassemble Entry Points
Embedded Media

External Entry References
Function ID

Function Start Search
Non-Returning Functions - Discovered
Non-Returning Functions - Known
PDB Universal

Reference

This file has been generated by The Interactive Disassembler (IDA)
Copyright (c) 2013 Hex-Rays, <support@hex-rays.com>

s P ‘am : CompatTelRunner.exe

License info:

Microsoft INT3

; ===== FUN_140001608 @ 140801688 =====

v

mwun n

m o m
n NN

IDA PRO
.686p ESSENTIAL @

- MM

w
wwwn

A0
m

D CE 21 ea Scalar Operand References

Shared Return Calls

Yy 0NN

wowwmw

.model flat

2 cloud-based decompilers of your Stack

Subroutine References

Subroutine References - One Time

Windows x86 PE Exception Handling

Windows x86 PE RTTI Analyzer

Windows x86 Thread Environment Block (TEB) Analyzer
WindowsResourceReference 0.594 secs
x86 Constant Reference Analyzer L.685 secs

choice from the same family

Starting from

10001047 ¢ 00 : @x1], R9B
per year ABEA1Adh: 75 : 14606104

a8

YL CEE

i E A0 2 -HCtHo| @ AISH BEAM $AHS X
. OMASM I'USE |DA Pro2 HsHE|0f 1= Cf|0E{Al e Ghidrag AI295}0{ HE £H HLOLWAI'?_ ey I_I-O*EO:IL_._:C, U
e IDAPro= S2 2lo|MA TQ o [ o FAEQ| XIF CIAME U Opcode FTES SSHOE T

o WM BN BAS FESH=O| |2 LA UALE. (2F 400071 + tHE)

= O

[ |
e e | —— =L b=
k 1S |a 2=EEE=n2E:
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| @ FIT BOOL 3. 7E:'_T_l|-% _4\_7H AWS gé"-g— A‘IHIﬁ PE IMAGE Opcode Ensemble AWS —

()-lli_ij}" sa_I-_Q.'c':'H '—7|—

s3 ~> 8 U2 083101 FE, 23 data HE B O|HIE 242 0|83 Brt S5 T

Lambda — S3 O[HIE 7|8t XI5 A3, M MH|A A3 X2| g
E ECR — Al Mx2|, Aot £3, LE LA T3 Docker O|0|X|E K&
ECS — Java 7|t QEAA T2 B2 pocker O|0]|X|E ZE|O|L 2 A3 Ehed
Bedrock  — LLME% 2 9l @0f 213} 1M X|2!
SQS — H|A|X] & 7|4t = X2| 2 PE, IMG, OPC Lambda H| S 7| 3=
() Gateway — FEIIY Y2E A S3 YZE URL 22 MY et

[ |
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m;, FIT BOOL 7. 7E:|J—_||_% —+—7H AWS ol.;IE;-l!x:l ?__ILE PE IMAGE Opcode Ensemble AWS
E&,‘ Elastic Container Service
Cluster:ghidra
4
@ fit-bool-p
o3 Al_Result/
Upload (o ]
P » IMG —
4 v OPC —_
M Ghidra_ASM
G_IMG - Al_Result/
. —— Final
fit-bool-web : 3 l 7Y
¢ Dispatcher E PE E M | @ opc1 [ opc_2
V' V'S V'
r—bf" Timeout
v
P Final_Ensemble————
Z]sQs
index » PE_Queue ———~ ,[
Upload » IMG_Queue ﬁ Final_LLM
HTML Js > OPC_Queue 1
—> Timeout
- result < - — Final LLM
syt Visualization

[ |
e e | —— (o] —F
k 1S |a 2=EEE=n2E:
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| @ FIT BOOL 2. 7E:'_T_l|-% _4\_7H AWS Ol'alE_'l!kl ?}_E PE IMAGE Opcode Ensemble AWS

MsSE 9l 70| PZ

dWs

-T.

astic Conthiner service Eeglster

P Dispatcher

Al_Result/

» PE .
—» IMG %P Final_Ensemble
' OPC
SQs W *

PE_Queue s PE
(7 OPC 2
IMG_Queue > IMe —
OP.C_Queue > OPC_1 Ghldra_ASM I-\.I_Result/ %E'"docker
Timeout l I Final
Elastic Container Service
Cluster:ghidra
elayed Invocation 2min o :Ef:":;:{%gepmesmg :i{fe%g%g:emcessmg Eﬁ:{%gepmcessmg
2 L : : 2 .P TI meout Detection Detection Detection
O|= Almj X|d Al EfRIOIR 2ICIE S 28 XXX St= T}to| I 2|0l Docker & AWSS 0|83t ZAH|0|H 7|8t Xt= 24 OF7 Bl
e SQS Delayed Invocation 22 & o CEEF2l0o|EHEZ| A AIZHES T 7H|O|H 3 EERE X2
o DR AZF QA AT} EXYSIK| SOM MEE D Hujot 0|Rt0] YA XF e Javalltt QF A 2|HA AX|L01 =791 GhidraZ 22{AEE
AlSH
= o

[ |
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| @FITBOOL ) Zit2 47| AWS - Bedrock Report PE IMAGE ~ Opcode Ensemble  AWS = ———

Bedrock 22 Z1} oM XI=2

## =2 PE LAl 2 M

'c')'|-|__|-_(_3_| JSON_T_I|- I-I E| MARKDOWN E I% |EII_|- Al-_g_'c';H IH R RIE /DL /255 BBer: strings_entropy(6.57) » A HIOIEI /A DY /2535 OlEIHE s M

**DLL/Imports 2t **: imports_total, import_dlls_unique, imports_max_per_dl1=0 - = DLLH &8 &=, §F 20|22 < E/AM2 Jisd
e . A 1" P ; = glA Tt A /=S A
:lA'l |_ 7I'A|-A-I AU DITABl LITY O -Q-I-E "‘ﬁlEI,l—.,_.IEEIEI[II Jt@ #+: SizeOfCodet(29696), SizeOfInitializedDatat(489984), NumberOfSections=6 -+ PE T+ 0|Z& Ji=sd, M /HSE 2%
- **YARA/THZ! EH I **: yara_has *=0 -+ ZISE/IE 2% 0IEF

## =1 Opcode 2

“mov mov mov (©.32) - SIEH YA AE OIS, Z2E/FE ME 2ts

A|_ “push call mov" (8.21) + = =8 EJ Y/ R2E =5, ETE Ho S8 AlA
- “push push push®(8.19) » A€ J|gt GOl ZH|, &% 88 & S NS
.| - “call mov mov™ (0.15) » M= 2 L YK AF OIS, HO| 22 =ZA oA

“push mov call™(@.12) - AL FIAE Z&, API 22 THE 2t=

## OlOIAl 23 (Hiol 2] A 2Est)

|

xXO OIDIA I8t &8 : 77.12%, B X X H (entropy=1.04
_? PE-OPCODE - Ol Dle 7'—|- é S = : ﬂlglf;lgla ;91313 WA, OE milga{| ol0l Al %Lg HIDE(HE H2 2US)
— - Amazon 2ol SHE F|A|
~Ta° Bedrock

## MFE ¢ 7 AD

- EEt Etck:
% Claude Haiku 3 2% A2 PE, Opcede, OIOIA 2F AHo2 250, IS OIEE g6.03%x BEZ AMo2 THCHIL|CEH.
7 Llaude ralku =S SAIE /DLL/Opcode 24 Bl S £Q 21E SE6IH LHDE ol 0| LELICH
JIEX|- MEDE StE . Al o peose SR e
[=) = — =
=8 HD:
Il =27 Ellx.”:,El_l)\Ex.”_Tl_ - [ ] 32 Y Y
| -I H o [] 2038 24
S [] MEex EX 24
[ ] UESA AISHIoC =3
- [ ] VirusTotal & = Z (https://waw.virustotal.com/gui/home/upload)

¥ HEZTETE HAnt

[ |
Kis|q s=zeessems
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| % FITBOOL 3 X5 AH=H S 7|Ciadt *o-ljl—l'éxo-l PE IMAGE Opcode Ensemble AWS T

= — 37HX| R &t WA
Y= D2 2
E

——
3 Model = Accuracy 3 Model 3 FNR
P 100 35
PE-Feature Accuracy PE Features FNR P E 30
e Accuracy 80
) o 90% O|4o| i QHEFQl 7| = EX|E ”
. H790.1%Y | W 214% * FNREX| v ma | “ m 2 20.3%
) o Worm / Rookit / Ransomware =} ) . 88.1% . o= |
10 4
L O - ° “OI-I*I"” 7|E Model »
& Q,igo@» S & %&i@&@ & & o AlX| HHIE 2+ A0 A 2| Backbone &0 X sk 20
5
M@ Accuracy e MG R IMG ’ NI SR SR e ’ N 7 ¢ 7 & 7 & 7 <@ 7.00 &
100 0 ° A ccura Cy v&‘@‘ Q,O\,Q o(ss’b' (oo'\. Q*Q\'b. aéo\ $o* p VbQ\'b Q)osd‘ ) & ‘oo\' Q\xéﬁ' 'éo\ $0‘
) )
w w o 1o 5 vs © ¢
/
) . o “Hdg lIH L3210l £2+E Model . .
. T3 86.70 W3 24,29 MR ;ﬁ’ Sy O N Baysian Log-Odds Soft VotingX| &
[
10 = o H
. o PE, OPC Modelol|M %! HIH™ EX|o| 2 SoftVoting Accuracy Softvoting FNR
° S e o e o . 100 8
v&@ Q&i'ao@$® <°°& ,,Q*”‘w & S vseé ‘b&:"’o@&é «O&\ "Q#m‘ 66(0 4‘0‘&
IMGO| Mtz o} O|Ete M5 T2
80 6
OPC Accuracy 0 PC OPCFNR 0 PC 60
4
. . e Accuracy L . -1 92.3% o 2:9%
o : o 87.1% &
o Ak mixk .|.O|.T'_|- A |i
- WA 87.1% =@ W 5.9% A2 HAL+ e 2= Model . ,
0 2 e FNR EHX]
e | o I H2 O|EE= 717! 2HEE Model o .
SIS ES T8 SIS TS o EIX| QFHMO| 48t “EX|X| k= Model F S EE CAF I A
OPCo| Mt et 0|Efg ds Jajx v & R ¥ & R
<

[ |
Kis|q s=zeessems
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| S FITBOOL 3 HE M1}

CERRE

Accuracy
PE IMG OPC @ Voting
PE 90.1
IMG 86.7
OPC 87.1
Voting 92.9
80 82 84 86 88 90 92 94
¢ ing’ SHAl M7
Voting’ s M1}
o OHEN M g o E12| HEx
o EH2 Modelo| EHH & o Voting > PE, IMG, OPC
o MMk} A|AS) o 7P& =2 Accuracy
o OPHH x| 45 o 7% Y2 FNR

[
Kis|q s=zeessems
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PE IMAGE Opcode Ensemble

FNR(O[EE)
PE IMG OPC @ Voting
PE 21.1
IMG 24.2
OPC 59
Voting
0 5 10 15 20 25
<O 20| &
Jd='2 g1t
e Accuracy

Voting > PE > OPC > IMG

o HluH 52 OPC, IMG2| AccuracyE Voting2 Edll 2=
e VotingS ¢t Tt Model=S2| S}

o PEQ| eFd=Hol 7|2 Bl X&)’

o IMGe| ‘Y, 1fZ, Lt=3} BHX]

o OPCQ| =X|X| o= <M XSt EFX|’

Ls—- =

AWS

30




i) IT n| = m| S 7 x —_
@& FITBOOL 3 X3 A0=4 S8 V|tHadt M= PE IMAGE Opcode Ensemble I A —
AN M R =
=
ol e =M A5}
File Information > ®
D 9baedff-4d3d-4d84-b62c-e1169a822799 —E—*_'! EH*OI' I[I'OEI Q.I 7 IE gE 0% 1% 23% \ -*-I',éc' -E*%l ?E:ljl—l' . AI’—l'§|'
MD5 9b95ceaf0383581afb69fa92a4e97f35 - It ol osl = B mjeH o
SHAT b7c20de0defa22bdb03630ff9429781c63b0646e (OH AI BA)Y ]II- = EZ_I’ T:_°° °) PE IKic gke M?__del === /o
SHA256 855363e7ca77c49e9fd83f614d7b9054b2a536a0b2998c59e873¢9: IO*EQ’I —%%‘g% %!. EQLI E}. %_%I- 9||.*°-|/ %I*ol- 0/ 0
s e o AZtelE E6ff oh=0l 2M 1l E oot
Filename jupyter.exe 94% Benign / 6% Malicious b;" ¢ 9&'& LI EI'.
Size 108413
FileType application/x-msdownload
2 g
# oMM B8: 6.50% / /= EHH: benign
=
PE &M A1}
: - AT E HE| 71=X|: PE=0.37 Opcode=0.267, Image=0.363
PE Extraction Result il et o1 e = % l_ peoce gem™ =7 49Y - BedRock prompt
PE 22lo] ==3 H1} Table - MERE 0f|F: PE=0.08% / Opcode=23.30% / Image=0.69% A St ARM| 271 21T
et et e PE B0l A X&3H PE R b R 7fi;.:&”iu“ﬂiqxt‘h?;?n?;h
prediction.lal 0 = (]
P - Fo{E: OfL -
prediction.prob 0.0007676669047214091 Feature a%% %!' ?_Icéil -J|\- %lﬁ |—| E-I‘. SM7ZE 015 Ot 2 - = oee e

=X &AM 0| 7S 2ol = ASL|CL.

prediction.prob_percent 0.08% _
DilCharacteristics 33088 # =2 PE I|X 2H

SizeOfStackReserve 1048576

o S T Lty - AF2 I|A: DllCharacteristics, SizeOfStackReserve, AddressOfEntry

OPC &AM Ax}
OPC Extraction Result
OPC 2H0| ==t #1} Table

file jupyter.asm It NE=|01°| 3_ ram TF-lDF XA gl-é-’l ]IHDEIEI 1='Ir0'|
prediction.label 0 = SSVI=l 5-8 =T o 3t melo ol O| A|Z}Xd =2 E35

ZIE 2 $lo|st A OlALIL uEE‘?_I' I[I'E—I OIDIIIQI' IIH EEI ?_I'—IAI i HIJ_J'-E %OH
prediction.prob 0.2330322249626429 Feature 2SS EolE + ASLIC i ©3io| mialgl 3 =olX

o)
prediction.prob_percent 23.30% 01 =T o-—l H = I . I
S A

features.opcode_count 15391 E}- EII‘*—'! OEI- ¢ %!ELI I:I'-
features.trigram_count 15389

[ |
i | —— —t =
Kis|q s=zeessems
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Model & Logic2| D E3} + Z4E||0|L{S}

Cloud 7|t ol z}
Ciekst 7|=1 =2 2t TS X2



| % FIT BOOL 3.0 dar=sd 8l 7|ci= 2t 7Httcl>l-?_|- PE IMAGE Opcode Ensemble AWS

7| & O}7|El X Al AL AL M2 M| A 713

o MHE|A & XF2} X 19

Cloud Front ~ — FECIO|E{7} MFEl $3 &X| £ 715¢ AMO|EE HE
O =
o ZEIEIO[HIE Lo 24t M
o I2XNIE oAl IT ol
= — 18 _EEEI- = VPC — HHo|X], 4Z Y= s3:= 2R Y, LIHX| ZE MH|A = LHIRT2Z 22|
DynamoDB - 7|= EM A1t & 2712 S3 —» DynamoDBE £A LHE 2ol X%
@ S3 ECS — Applicatin Auto ScalingS 0| 2%t S2{AF HIA3 HE X2|
ECS Lambda
SQs — DynamoDB O[HIE &l — ZICt =2 Ato]of| =715t0] QX ol e X{2| X| 2

ECR

Mst= 2t HlojE] ==

¥

G
& SQS Gateway  — 9lsaroll Exjsts 23t &2 Hlo|xoj Lisgrol

Bedrock

% w
(] Gateway Cloud Watch, Etc ~ — Z2|% 23 24 [ BLEY HA| 23
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Grey scaleZE #H2tst png

OPCode 3-gram TF-IDF

x| Ho| JtSK| L=

771X 2], 2F 1007H2| H|o|EHAMle =

PE IMAGE Opcode Ensemble

} ' m7{ Al 2to|=2{2|(PEiD, Detect It Easy )2t

AWS

Ats AmiH =1 (upx, unipackers) 2

O CtYst HEE HE £ JATE IMG HE
— EM 7|4t 314 RGB 212 &
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| @FITBOOL 4 El 25 oo 22|71 EEst &5

Operate as One Team

CHeFot Cl| O E{ Ml st} tH
212t 5,0007H O|&t<| H|O[E B! Creket H|O[E| Al ALE
pe: exe = json | img: exe = png | opcode: exe = asm

SFHAM MEJHRAtet T =8 W&

(==
O|EtS E0|%}
A ArEHof A= FAL0| b NIETIEN Ch
oLY BIO|E|Z HAOE o) S0t YEE

XiZE, Bol
0j% 2Qmatol

SlelsTtel A5 on going

Your Canva profile name won’t be shared

[ |
Kis|q s=zeessems
Korea Information Security Industry Association



¢ FITBOOL 4 E 2= QOoF 37“%’ 7|‘2| Oalgl PE IMAGE Opcode Ensemble AWS T

AWS G - 5rAEzay, AU 34 | 8~10FA #A7S | 1154 BedRock

FIE > exetojson H8, poc, HxE M2, DY Y, M5 BA, 5 2
IMG — exe to png ¥, poc, BAIH(cnn), BH L (efficientnet_v2), XSS
gile — F[Z MCHIA AT IDA A=, Ghidra M3, M4lexe to asmtHEL,

asm 3-gram =&, D9 I, X EstS

— YE2E 3H, EMolH, ool 2t BedRock, 0|0|X| &

RE
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WBS

st7| &, WBS X2
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Y & 47 (ResNet, VGG, MobileNet § 112{)
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Fit-Bool Notion

https://www.notion.so/Al-Fit-bool-Fit-Bool-Page-
Guider-23122f1948db809f959ae9609b1d211a

Fit-Bool Github

' https://github.com/AlSecurityForMalware-
GitHUb  FijtBool/Multi-Model-softVoting

Scruffy€ouct
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| @FITBOOL oppendix PE JRZEAM - IO|K ==

H X= StA old

oA == e+ 25

def _extract_strings(file_bytes: bytes) -> Dict[str, float]:
strings = re.findall(rb"[\x20-\x7e]{4,}", file_bytes)

def _extract_imports_pefile(file_bytes: bytes) -> Dict[str, float]:
all _imports, dlls, imports_per_dll = [], set(), []

if strings: try:
printable_len = sum(len(s) for s in strings) pe2 = pefile.PE(data=file_bytes, fast_load=True)
return { # YEE C|3E2] BA| ohd(2E/HA o] EX])
"strings_entropy": _entropy(b"".join(strings)), try:
"strings_printable_ratio": (printable_len / len(file_bytes)) if file_bytes pe2.parse_data_directories(directories=[

else 0.0, pefile.DIRECTORY_ENTRY["IMAGE_DIRECTORY_ENTRY_IMPORT"]
"strings_avg len": (printable_len / len(strings)) if strings else 0.0, 1)

"strings_base64_blob_count":
file_bytes)),

len(re.findall(rb'[A-Za-z0-9+/=]{20,}",

except Exception:
pass

} if hasattr(pe2, "DIRECTORY_ENTRY_IMPORT"):

else: for entry in pe2.DIRECTORY_ENTRY_IMPORT:

return { name = (entry.dll or b"").decode("utf-8","ignore").lower()
"strings_entropy": 0.0, if name: dlls.add(name)

"strings_printable_ratio": 0.0, cnt = 0

"strings_avg len": 0.0,
"strings_base64_blob_count": 9,

for imp in entry.imports:

if imp.name:

} all_imports.append(imp.name.decode("utf-8","ignore")); cnt += 1

if cnt > 0: imports_per_dll.append(cnt)

try: pe2.close()

except Exception: pass

except Exception:

pass

return {

"imports_total": len(all_imports),

"imports_unique": len(set(all_imports)),

"import_dlls_unique": len(dlls),

"imports_max_per_dll": max(imports_per_dll) if imports_per_dll else O,
"imports_entropy": _entropy(''.join(all_imports)) if all_imports else 0.0,

}
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* =
MK £ 4 YH

def _extract_headers_pefile(file_bytes: bytes) -> Dict[str, float]: "e_lfanew": g(DOS,"e_lfanew"),
feats: Dict[str, float] = {} "e_minalloc": g(DOS,"e_minalloc"),
pe = None "e_ovno": g(DOS,"e_ovno"),
try: "Machine": g(FILE,"Machine"),
# E 0N 1nH "PointerToSymbolTable": g(FILE,"PointerToSymbolTable"),
pe = pefile.PE(data=file_bytes, fast_load=False) "NumberOfSymbols": g(FILE,"NumberOfSymbols"),
DOS = getattr(pe, "DOS_HEADER", None) "SizeOfCode": g(OPT,"SizeOfCode"),
FILE = getattr(pe, "FILE_HEADER", None) "BaseOfCode": g(OPT,"BaseOfCode"),
OPT = getattr(pe, "OPTIONAL_HEADER", None) "SectionAlignment": g(OPT,"SectionAlignment"),
g = lambda obj, attr, d=-1: getattr(obj, attr, d) if obj else d "FileAlignment": g(OPT,"FileAlignment"),
feats.update({ })
"Dl1Characteristics"”: g(OPT,"DllCharacteristics"),
"MajorImageVersion": g(OPT,"MajorImageVersion"), except Exception:
"MajorOperatingSystemVersion": for k in _HEADER_KEYS: feats[k] = -1
g(OPT, "MajorOperatingSystemVersion"), finally:
"SizeOfStackReserve": g(OPT,"SizeOfStackReserve"), if pe:
"AddressOfEntryPoint": g(OPT,"AddressOfEntryPoint"), try: pe.close()
"Characteristics": g(FILE,"Characteristics"), except Exception: pass
"SizeOfHeaders": g(OPT,"SizeOfHeaders"), return feats

"SizeOfInitializedData": g(OPT,"SizeOfInitializedData"),
"SizeOfUninitializedData": g(OPT,"SizeOfUninitializedData"),
"MinorSubsystemVersion": g(OPT,"MinorSubsystemVersion"),
"ImageBase": g(OPT,"ImageBase"),

"MajorLinkerVersion": g(OPT,"MajorLinkerVersion"),
"NumberOfSections": g(FILE, "NumberOfSections"),
"MinorImageVersion": g(OPT,"MinorImageVersion"),
"SizeOfStackCommit": g(OPT,"SizeOfStackCommit"),

[ |
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- EI%I Jlt_-lx-||7E=|jl_|- PE IMAGE Opcode Ensemble AWS ——
st A
Model ROC-AUC PR-AUC Accuracy Precision Recall F1l-score Specificity Size
RandomForest 0.993391 0.993631 0.963 0.9601 0.9717 0.9659 0.9556 87.8MB
ExtraTrees 0.992967 0.994209 0.9634 0.9623 0.97 0.9661 0.9582 97.3MB
XGBoost 0.993681 0.994259 0.9623 0.9631 0.965 0.964 0.9593 2.3MB
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1. PE H}O|E — 300X 300 0| 0| X| tHEt (FX{E])

# EfficientNetv2-s 2%|Z i 37|
IMNG_SIZE = 300
def width_by size(n_bytes: int) -> int:
# ItY 3700 7|9ksto] o|ojx] LH|(w)E ZHol= {ElAE.
if n_bytes < 1024*1024:
# ItY 37)of w2t 32, 64, 128, 256, 384, 512, 768 = ofL}E HIEl
return next(w for s, w in [(10, 32), (30, 64), (60, 128), (100, 256), (200, 384), (590,
512), (1024, 768)] if n_bytes < s * 1024)
return 1024

def exe_bytes_to_gray square(bytes_data: bytes, target=IMG_SIZE) -> np.ndarray:

# HIOJEE w x H 20|23 W= HE (MY =3

N = len(bytes_data)
W = width_by_size(N)
H = math.ceil(N / W)

arr = np.frombuffer(bytes data, dtype=np.uint8)
if len(arr) < H * W:
arr = np.pad(arr, (0, H * W - len(arr)), constant_values=0)

# BAZEo= mg.
img = arr.reshape(H, W)
side = max(H, W)
sq = np.zeros((side, side), dtype=np.uint8)
sq[:H, :W] = img # HARZA Z4 o ciM ZpArchof| HYX|

# target x target 7|2 Z|AIO|ZE.
return cv2.resize(sq, (target, target), interpolation=cv2.INTER_AREA)

[ |
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2. PNG I MF (M2 22t X F)

def convert_to_png(df_eligible, out_img root, img _size):
# eligible IIY 222 23|lH HIO|ES pNGE HE = ME
for _, r in df_eligible.iterrows():
out_path = Path(out_img root) / f"{r['sha256']}.png"

# Ok 97| S wHet
with open(r["path"], "rb") as f: data = f.read()
gray = exe_bytes_to_gray square(data, target=img_size)

# PNG X%
cv2.imwrite(str(out_path), gray)

3.6[0|E| SZH(ME4H) O EfficientNetV2 HK2| M 2)

def pipeline(ds, training=False):
# C|o|JE] SZ(MEHX) 3l EfficientNetv2 FA2| M

# 1. Y 2, O3, 2JAlO|E 3 A (A X3
ds = ds.map(load_and_preprocess, num_parallel calls=AUTOTUNE).cache()

# 2. 28 A 34 HE (data_augment 2{|0|0] AlE)

if training:
# data_augment(x, training=True) HE8 (ZFE Meh
pass

# 3. EfficientNetv2 BH ME HxZ|
ds = ds.map(lambda x,y: (preprocess_input(x), y), num_parallel_calls=AUTOTUNE)

return ds.prefetch(AUTOTUNE) # IZ2|HA =




| %FIT BOOL appendix IMG - Ralsk: PE IMAGE Opcode Ensemble AWS T
=LA
DHsts
def make_ds_from_manifest(fold_idx, subset, local_img_root): # 0|O|X|] tHet (C|3Y S 2|ALOjZE) sHM 2 X
# 3M2(rRGB)E C|2Y
# Manifest CSV% g—!O'l tf.data.Dataset% *cl;lg # IMG SIZE x IMG SIZEE EIAI'OIQ
csv_path = os.path.join(OUT_ROOT, f"manifest split_fold_{fold_idx+1}.csv") 4 E':'"_°'E=| E}O'Oé By 5}
= H= H— [y}

if not os.path.exists(csv_path):
raise FileNotFoundError(f"Manifest file not found: {csv_path}")

image
df = pd.read_csv(csv_path) image
# eligibledtn ST split0fl £3t= mpor {2 image
df_subset = df[(df["eligible"] == 1) & (df["split"] == subset)].reset_index(drop=True) image

def load_and_preprocess(file_path, label):
tf.
tf.
tf.
tf.

io.read_file(file_path)
io.decode_png(image, channels=3)
image.resize(image, [IMG_SIZE, IMG_SIZE]
cast(image, tf.float32)

return image, label

# Local Unzip ZZ + sha256.png I/0 HZ diAF ZtA S
paths = [os.path.join(local_img_root, f"{sha256}.png") for sha256 in df_subset["sha256"]]
labels = df_subset["label"].values.astype(np.float32)

if not paths:

# WM FMS: A F7} (C2Y Y Aol Ax

ds = ds.map(load_and_preprocess, num_parallel calls=AUTOTUNE)

HIZ2ejofl xF)

print(f"[WARN] No {subset} data found in Fold {fold idx+1}.") ds = ds.cache()

return None, ©

if subset

ds = tf.data.Dataset.from_tensor_slices((paths, labels))

"train":

ds = ds.shuffle(buffer_size=len(paths), seed=SEED)

ds = ds.batch(BATCH_SIZE)
return ds, len(df_subset)
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| @FITBOOL  appendix  0[0|X]| -2 K| Zat

PE

IMAGE

Opcode

Ensemble

AWS

Model ROC-AUC PR-AUC Accuracy Malware F1-Score Normal F1-Score
EfficientNetB0O 0.984 0.9865 0.9195 0.9278 0.9091
EfficientNetV2-S 0.9809 0.9788 0.9354 0.94 0.92

ota 21t
Model ROC-AUC PR-AUC Accuracy F1-Score Precision Recall Specificity
EfficientNetV2-S 0.9891 0.9968 0.9492 0.9657 0.9933 0.9392 0.9803
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Opcode == I E &H

import re
from tqdm.auto import tqdm

# --- Opcode FZE o4 H9| ---
def extract_opcodes_from_asm(file_path, whitelist):

IDA E= Ghidra HA2| .asm OIAUONM whitelistO] XEHEl OpcodeE FETILICE.
ida_regex = re.compile(r'~\s*\.[a-zA-Z0-9]+:[0-9a-fA-F]+\s+(?:[0-9a-fA-F]{2}\s+)*\s*([a-zA-Z]+)\s*.*")
ghidra_regex = re.compile(r'~[0-9a-fA-F]+:\s+(?:[0-9a-fA-F]{2}\s+)*\s*([a-zA-Z]+).*")

opcodes = []
with open(file_path, 'r', encoding='utf-8', errors='ignore') as f:
for line in f:
match = ida_regex.match(line) or ghidra_regex.match(line)

if match:
opcode = match.group(1).lower()
if opcode in whitelist: # X|™El Opcodell X=ZE
opcodes.append(opcode)
return ' '.join(opcodes)
# --- OFE IIANIM Opcode A|IHA FE ---

print("Extracting opcodes from all files...")

opcodes_corpus = [
extract_opcodes_from_asm(f, OPCODE_WHITELIST)
for f in tqdm(all_files, desc="Parsing files")

print("Extraction complete.")

[ |
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I A& FE Ys

from sklearn.feature_extraction.text import CountVectorizer

# --- 1. & OIOIEOIM Trigram DX F& ---
vectorizer = CountVectorizer(ngram_range=(3, 3))
X_train_counts = vectorizer.fit_transform(X_train)
feature_names = vectorizer.get_feature_names_out()

# --- 5. O S& A XEI| HAH ---
oo 2. OFM ; MAF OlHIA Ha ___ cheat_keys = {"retn sub sub", "pop ret mov", "pop pop ret"}
e s ee e final_features = list((top_common | mal_features | ben_features) - cheat_keys)
mal_idx = [i for i, y in enumerate(y_train) if y == 1] print(£"3|E MEHEl DX £: {len(final features)}")
ben_idx = [i for i, y in enumerate(y_train) if y == 0] -
# --- 3. 38 4% 207 Trigram ---

total _counts = X_train_counts.sum(axis=0).A1l
top_common = {f for f, _ in sorted(
zip(feature_names, total_counts), key=lambda x: x[1], reverse=True

)[:20]}

#--- 4, 4 ME 157 / Y ME 157 mA MEH ---
def get_top_unique_features(indices, exclude_set, top_n=15):
counts = X_train_counts[indices].sum(axis=0).A1l
ranked = sorted(zip(feature_names, counts), key=lambda x: x[1], reverse=True)
feats = []
for f, _ in ranked:
if f not in exclude_set:

feats.append(f)
if len(feats) >= top_n:
break

return set(feats)

mal_features
ben_features

[ |
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get_top_unique_features(mal_idx, top_common, 15)
get_top_unique_features(ben_idx, top_common | mal_features, 15)
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Model

LightGBM

Random Forest

XGBoost

Linear SVM

Logistic
Regression

Multinomial NB

[ |
Kis|q s=zeessems
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HA] EI:-II 7E:|j|_|.

- =

ol
o
Accuracy Precision Recall
0.9712 0.9621 0.9823
0.968 0.9575 0.9807
0.968 0.9604 0.9775
0.9121 0.8693 0.9742
0.9096 0.8676 0.971
0.8841 0.8488 0.9404
| J::: (-]
B=EXEAM I7ME =2

>

S
o

PE
21}

F1-Score
0.9721
0.969
0.9689
0.9188
0.9164

0.8923

=2 2l LightGBM AtE

IMAGE

Opcode

ROC-AUC

0.9952

0.9947

0.9942

0.9747

0.9757

0.9407

Ensemble

PR-AUC

0.9958

0.995

0.995

0.9635

0.9745

0.9353

AWS
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Baysian Log-odds Soft Voting 7ISX| M & I LR

1) RE2|El g 3) Optuna %|&3}
def compute_prior_bias(pe):
p=sum(v["family"].split("_")[0].lower()!="ben" for v in pe.values())/len(pe)

def load_results(folder):
data = {}

for fp in glob.glob(os.path.join(folder, "*", "*.json")): return logit(p)
js = json.load(open(fp)); data[js["hashes"]["sha256"]] =
return data def obj_fn(m,a=1,b=0.3,g=0.7,d=0.2):

return a*m["std_fnr"]+b*m["std_acc"]+g*m[ "mean_fnr"]-d*m[ "mean_acc"
def logit(p, clip=3.9):

p = min(max(p, le-8), 1-1e-8)

return max(min(math.log(p/(1-p)), clip), -clip) def optuna_objective_factory(pe,img,opc,mode="evidence"):

bias@=compute_prior_bias(pe)
def sigmoid(x): return 1/(1+math.exp(-x)) def obj(trial):
w=[trial.suggest_float(f"w_{x}",0,1) for x in ["pe","img","opc"]]
s=[trial.suggest_float(f"scale_{x}",lo,hi)
for (x,lo,hi) in [("pe",0.6,2.5),("img",0.8,2.0),("opc",0.3,1.2)]]

2) e S "It
def evaluate(pe,img,opc,t=0.5,w=(1,1,1),mode="evidence",k=1.0,bias=0.0):

rows=[]

for sha,v in pe.items(): w=[wi/ sum(w)*si for wi,si in zip(w,s)]
fam=v["family"].split("_")[@].lower(); probs=[]; ws=[] k=trial.suggest_float("k",0.4,2.0)
for src,wi in zip([pe,img,opc],w): bias=trial.suggest_float("bias",bias@-3,bias0+3)

if sha in src and wi»>@: probs.append(src[sha]["prediction”]["prob”]); ws.append(wi)
if not probs: continue
p=combine_probs (probs,ws,mode,k,bias)

t=trial.suggest float("t",0.2,0.8)
m=evaluate(pe,img,opc,t,w,mode,k,bias)

rows.append({"family" :fam, "pred":int(p>=t),"prob":p}) return obj_fn(m)+0.01*sum(wi**2 for wi in w)
df=pd.DataFrame(rows) return obj
res=[]
. ° o o ° |=ll n I ° L1} o n
for f in [f for f in df.family.unique() if f!="ben"]: def run_optuna(pe,img,opc,name="pe+img+opc"):

sub=df[df.family.isin([f,"ben"])].co ; sub["label"]=(sub.family==f).astype(int . . .
[ Y (L, 1)]1.copy(); [ 1=( y==f).astype(int) study=optuna.create_study(direction="minimize
acc=accuracy_score(sub.label,sub.pred)

tn, fp, fn, tp=confusion_matrix(sub.label,sub.pred).ravel() study.optimize(optuna_objective_factory(pe,img,opc),n_trials=200)
fnr=fn/(tp+fn) if tp+fn>0 else @ print(f"Best({name})",study.best_params)
res.append({"acc":acc,"fnr":fnr})
s=pd.DataFrame(res)
return {"std_acc":s.acc.std(),"std_fnr":s.fnr.std(),
"mean_acc":s.acc.mean(), "mean_fnr":s.fnr.mean()}
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= O -1
PE+IMG+OPC PE+IMG PE+OPC
O|EfZ(FNR) =tz (ACC) 0|EH2(FNR) HEE(ACC) O|EfZ(FNR) M=z (ACC)
100 100 100
80 80 80
O|EE BEMAL | Fe- BEM DIEHE BEWAL | HEL BEHX} DIEE BETAL | "L BETA}
. 0.0599 0.0158 i 0.352 0.0093 ” 0.352 0.0093
. et U | Mz HF . EERE! HeE Wa . EERE HEE WR
0.0571 0.9323 0.0286 0.9188 0.0286 0.9188
20 20 20
Adware Botnet Ransomware Rootkit Spyware Trojan Worm 0 Adware Bothet Ransomware Rootkit Spyware Trojan Worm Adware Botnet Ransomware Rootkit Spyware Trojan Worm
oto|m mi=f0o|Ef U sto| m}jz}o|E 7t sto|H mj2}o|E 7t
W_PE 0.418998112937013 W_PE 0.374908367758468 W_PE 0.31276200066339
W_IMG 0.201554043026697 W_IMG 0.345771217902336 W_IMG 0
W_OPC 0.101200998008704 W_OPC 0 W_OPC 0.263543863317283
K 1.066 K 1.07 K 1.048
bias_logit 0.544 bias_logit 0.679 bias_logit 0.34
Threshold 0.325 Threshold 0.38 Threshold 0.357
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i

E:3

=
i

2 J2 22 ZAORULICH olf 1son2 S T thall 30 22 (pe X I|A, opcode, BOJLi2| O[0|R]) E2i=t
ZE B8 (IEER| i T ZRE 2 Ssuch

0 JsonltE ==, **2E Zne| o0zt ERAG S YRS 2B5HS Al 2B 29 2|EZEE FUSHIR.
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	2. PNG 파일 저장 (전처리 결과 저장)
	def convert_to_png(df_eligible, out_img_root, img_size):   # eligible 파일 목록을 순회하며 바이트를 PNG로 변환 후 저장   for _, r in df_eligible.iterrows():     out_path = Path(out_img_root) / f"{r['sha256']}.png"
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	# PNG 저장     cv2.imwrite(str(out_path), gray)
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	# 1. 파일 로드, 디코딩, 리사이징 후 캐싱 (핵심 최적화)   ds = ds.map(load_and_preprocess, num_parallel_calls=AUTOTUNE).cache()
	# 2. 훈련 시 증강 적용 (data_augment 레이어 사용)   if training:     # data_augment(x, training=True) 적용 (코드 생략)     pass
	# 3. EfficientNetV2 모델 전용 전처리   ds = ds.map(lambda x,y: (preprocess_input(x), y), num_parallel_calls=AUTOTUNE)
	return ds.prefetch(AUTOTUNE) # 프리페칭 적용
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	모델학습
	def make_ds_from_manifest(fold_idx, subset, local_img_root):
	# Manifest CSV를 읽어 tf.data.Dataset을 생성   csv_path = os.path.join(OUT_ROOT, f"manifest_split_fold_{fold_idx+1}.csv")   if not os.path.exists(csv_path):     raise FileNotFoundError(f"Manifest file not found: {csv_path}")
	df = pd.read_csv(csv_path)   # eligible하고 해당 split에 속하는 파일만 필터링   df_subset = df[(df["eligible"] == 1) & (df["split"] == subset)].reset_index(drop=True)
	# Local Unzip 경로 + sha256.png I/O 병목 현상 감소 핵심   paths = [os.path.join(local_img_root, f"{sha256}.png") for sha256 in df_subset["sha256"]]   labels = df_subset["label"].values.astype(np.float32)
	if not paths:     print(f"[WARN] No {subset} data found in Fold {fold_idx+1}.")     return None, 0
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	# 이미지 변환 (디코딩 및 리사이징) 핵심 로직   # 3채널(RGB)로 디코딩   # IMG_SIZE x IMG_SIZE로 리사이징   # 모델 입력 타입으로 변환   def load_and_preprocess(file_path, label):     image = tf.io.read_file(file_path)     image = tf.io.decode_png(image, channels=3)     image = tf.image.resize(image, [IMG_SIZE, IMG_SIZE]     image = tf.cast(image, tf.float32)     return image, label
	ds = ds.map(load_and_preprocess, num_parallel_calls=AUTOTUNE)
	# 핵심 최적화: 캐싱 추가 (디코딩 및 리사이징 결과를 메모리에 저장)   ds = ds.cache()
	if subset == "train":     ds = ds.shuffle(buffer_size=len(paths), seed=SEED)
	ds = ds.batch(BATCH_SIZE)   return ds, len(df_subset)
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	import re from tqdm.auto import tqdm
	# --- Opcode 추출 함수 정의 --- def extract_opcodes_from_asm(file_path, whitelist):     """     IDA 또는 Ghidra 형식의 .asm 파일에서 Whitelist에 포함된 Opcode를 추출합니다.     """     ida_regex = re.compile(r'^\s*\.[a-zA-Z0-9]+:[0-9a-fA-F]+\s+(?:[0-9a-fA-F]{2}\s+)*\s*([a-zA-Z]+)\s*.*')     ghidra_regex = re.compile(r'^[0-9a-fA-F]+:\s+(?:[0-9a-fA-F]{2}\s+)*\s*([a-zA-Z]+).*')
	opcodes = []     with open(file_path, 'r', encoding='utf-8', errors='ignore') as f:         for line in f:             match = ida_regex.match(line) or ghidra_regex.match(line)             if match:                 opcode = match.group(1).lower()                 if opcode in whitelist:   # 지정된 Opcode만 추출                     opcodes.append(opcode)     return ' '.join(opcodes)
	# --- 모든 파일에서 Opcode 시퀀스 추출 --- print("Extracting opcodes from all files...")
	opcodes_corpus = [     extract_opcodes_from_asm(f, OPCODE_WHITELIST)     for f in tqdm(all_files, desc="Parsing files") ]
	print("Extraction complete.")
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	모든 지표에서 가장 높은 성능을 보인 LightGBM 사용
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	Baysian Log-odds Soft Voting 가중치 탐색 추출 코드 일부
	1) 유틸리티 함수
	3) Optuna 최적화
	def compute_prior_bias(pe):     p=sum(v["family"].split("_")[0].lower()!="ben" for v in pe.values())/len(pe)     return logit(p)
	def obj_fn(m,a=1,b=0.3,g=0.7,d=0.2):     return a*m["std_fnr"]+b*m["std_acc"]+g*m["mean_fnr"]-d*m["mean_acc"]
	def optuna_objective_factory(pe,img,opc,mode="evidence"):     bias0=compute_prior_bias(pe)     def obj(trial):         w=[trial.suggest_float(f"w_{x}",0,1) for x in ["pe","img","opc"]]         s=[trial.suggest_float(f"scale_{x}",lo,hi)            for (x,lo,hi) in [("pe",0.6,2.5),("img",0.8,2.0),("opc",0.3,1.2)]]         w=[wi/ sum(w)*si for wi,si in zip(w,s)]         k=trial.suggest_float("k",0.4,2.0)         bias=trial.suggest_float("bias",bias0-3,bias0+3)         t=trial.suggest_float("t",0.2,0.8)         m=evaluate(pe,img,opc,t,w,mode,k,bias)         return obj_fn(m)+0.01*sum(wi**2 for wi in w)     return obj
	def run_optuna(pe,img,opc,name="pe+img+opc"):     study=optuna.create_study(direction="minimize")     study.optimize(optuna_objective_factory(pe,img,opc),n_trials=200)     print(f"Best({name})",study.best_params)
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